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Introduction 
Once a device is connected to the internet, a wide range of entry points open for potential 
attack. This includes device specific attacks, which allow malicious software to send and 
request data to and from the cloud, to a cloud infrastructure attack, which gives access to 
all devices and data on the network. reed follows the Open Web Application Security 
Project (OWASP) which designed to better understand the associated risks when dealing 
with IoT applications, as well as defining the proper steps to ensure a secure network. One 
of the biggest misconceptions about security is that a device and network is secure if the 
data is encrypted. Although encryption plays a key role in security, device certificate 
management, public/private cloud infrastructure security, user access control, network 
communication security, and physical security are equally important. reed implements the 
following security protocol, which is divided into three sections – managing system 
access, securing cloud infrastructure, and recovering from attacks. 
 
Managing system access 
Traditional authentication methods (identity and passwords) can’t be used when there is 
no human interfacing with the device, which limits the available options for 
authentication. reed implemented a Public Key Infrastructure (PKI), an accepted and well-
established standard for securing its Internet of Things (IoT) devices. PKI provides core 
capabilities in data confidentiality and integrity, authentication, and overall access control 
required to secure reed’s device to cloud communications.  
 
Device to cloud security (with PKI) 
Reed system limits which devices can access the network to ensures attacks can’t occur 
from unknown and potentially dangerous actors. This is achieved by defining which 
devices and data can enter the connected network using a Public Key Infrastructure (PKI). 
PKI manages which devices are legitimate through authentication and what data each 
device can access through authorization. 
 
Data security (with PKI) 
reed implements an identity assurance and authentication which is the most effective 
mechanism to mitigate the risk associated with information stored and exchanged 
between networked devices. Identity assurance is the measure of confidence that the 
entity at either end of a data transaction or authentication event is who it claims to be. 
Identity verification is a fundamental element for effective security and networked device 
trust. It is also a pre-requisite for proper identity management, which is a requirement for 
robust security implementations. PKI provides the core functionality and unique ability to 
enable trusted connections between connected devices, cloud services, and cloud 
infrastructure.  
 
 
 
 



 
 

 

Public Key Infrastructure (PKI) overview 
PKI implements digital cryptography using a pair of keys, called a private key and public 
Certificate, that encrypt and decrypt the data. A private key is made up of two large prime 
numbers and the public key is equal to the product of both prime numbers. The public key 
is distributed throughout the network for any device to access and when a device wants to 
send a private message, it uses the public key of the receiving device to encrypt the 
message, and only the receiving device knows its own private key to decrypt the message. 
 
Digital encryption ensures that only the intended device can decrypt and read the 
message. Due to the size and complexity of the prime numbers that make up the private 
key it would take a malicious application or service thousands of years to try every 
possible combination. PKI ensures that each device has its own unique identifier, called a 
certificate, used to verify and grant access. Each device that tries to access the network 
must include its certificate for each transaction, meaning any unknown devices will be 
denied based on their unknown certificates. There is still the possibility of an attacker 
accessing a trusted device and copying its certificate, and for this reason implementing 
rotating certificates that continuously change a trusted device’s certificate can help avoid 
open access points. The following diagrams illustrates a very high-level overview of how 
private keys, public keys, and certificates are transferred among the network. To start, a 
device must have it’s own private key and public certificate (signed by a trusted root CA) 
that can encrypt and decrypt messages. 
Every time a device wants to send data, it must encrypt the data using a public key, and 
the receiver can decrypt it using their own private key. 
The private key is stored on the device where no one else can access it, but the public key 
is available to anyone who needs to message that device. 
 

 
 
If an untrusted device tries to read data using a trusted certificate, the receiver will not be 
able to decrypt the data since the untrusted device does not know the private key. 
 



 
 

 

 
 
Security system scalability 
When choosing an encryption method for unattended devices, it is important to consider 
scalability of the security infrastructure. If security rules and policies restrict the ability to 
add and remove devices, system administrators will be spending much more time 
managing devices than necessary. PKI is a perfect fit for scalable systems since it puts the 
encryption responsibility on the device and distributes authentication across the network, 
which reduces the load on the network. As each device joins the network it creates its own 
keys and certificates, submits its certificate to the certificate authority (CA) which in turn 
signs the certificate and redistributes back to the device to establish a chain of trust 
inside the network. When a new device tries to access a cloud service all the cloud service 
needs to do is check if the device certificate has been signed by an appropriate higher-
level certificate to grant or deny access. 
 
The CA is responsible for signing device and intermediate service certificates to establish 
a distributed chain of trust. In most PKI implementations, the CA is a third-party 
application, which requires management of the third-party and excess overhead when 
managing certificates. Integration of a custom CA can be completed, which removes any 
third-party restrictions and is custom designed to work with the ever-changing trusted 
devices on a network. 
 
Security standards 
With more and more devices connecting to the internet, there is a need for policies and 
standards to regulate unsecured transmission of critical operational and user data. 
Industry and government bodies including HIPAA, CIP, PCI, and FERPA are working to 
address data security requirements within different connected system verticals with the 
goal of ensuring the standards are adequate to secure connected devices and ensure 
associated companies are providing proper security. Implementing PKI as the standard 
form of encryption and authentication ensures the capability to comply with current 
security standards as required by our clients. 
 
 
 



 
 

 

User to cloud security (OAUTH2) 
In addition to securely transmitting data from a device to the cloud, it is equally important 
that secure user to cloud access exists. As part of this implementation, the cloud needs to 
authenticate who a user is and what cloud services they have access to. reed devices 
support protocols OAuth2.0 for authorization. OAuth2.0 allows applications to use a 
custom built-in authorization provider, or take advantage of third-party OAuth providers 
like Google and Facebook. The purpose of using OAuth2.0 is to separate the user’s data 
from the cloud portal. The cloud service must ask the OAuth provider, who is a trusted 
provider for the user’s information, which means no personal data is stored in the same 
location as the cloud data. 
 
When a user logs into the connected IoT solution, the system will contact the OAuth 
provider and asks for the user’s name, along with other identifying information. The OAuth 
provider can then grant the system with the information, which authenticates that the 
user is who they say they are. Once a user’s identity has been authenticated, the user will 
gain access to the cloud, allowing them to view device data, push device updates, track 
device usage, and shut down dangerous devices if needed based on their configured 
access level. 
 
reed also implements a two-factor authentication (2FA) to ensure that user credentials are 
better protected or validated by utilizing both a known password and second independent 
factor including cell phone text message, or key fob. 
 
Securing cloud infrastructure 
Being able to securely connect and manage devices and users is the first step in creating a 
secure connected system. Once devices are securely connected using PKI they can 
securely send and receive data from the cloud. However, the cloud infrastructure itself 
needs to be just as secure as the device connections, as even though each device is 
secured through PKI, if someone has access to the cloud database they would be able to 
access critical data and control connected devices. 
 
To address this concern, key considerations include verifying that cloud infrastructure is 
closed off to any unused ports, and that only specific users have access to each open port. 
On top of limiting the access points to the cloud, the databases themselves are be 
encrypted and secured, which means even if an attacker gets access to a port, the data 
they see is protected. Reed implemented this additional level of security to manage 
critical data and devices. 
 
Active infrastructure monitoring 
Reed development team has agreements with public cloud providers to notify of any 
breach, along with implementation of active monitoring, to help detect threats and assess 
the potential exposure, should a breach happen.  
 
 
 



 
 

 

Recovering from attacks  
Although the primary goal is to prevent an attack or breach from ever occurring, being able 
to recover from attacks quickly and effectively in the event that they occur is equally 
important. To ensure the best recovery plan, the following functionality was put in place: 
 
Data and device backups 
Regularly backup of data to a secure location by scheduled automated backups to secure 
cloud infrastructure so that backup files are always accessible and easy to maintain. 
Although any backup completed may not have all the latest system data, it can ensure 
protection from days, months, or years of lost data, which may be detrimental to business 
operations. 
 
Remote device updates 
The solution to recovering from attacks often involves an application or operating system 
update, or remotely resetting a device configuration to address the core issue. reed 
devices are equipped with an Integrated technology that enables remote device updates 
including operating system, application, as well as configuration file deployments is 
critical to respond. These can be completed on a device by device basis, or through 
flexible deployment configurations, greatly increasing the ability to respond and recover 
from security issues if and when they occur. 
 
Authentication removal 
In the event that a device is compromised and restoring the device to a previous state or 
deploying a system update doesn’t fix the issue, reed devices are equipped with the ability 
to remove device to cloud authentication. System admins are allowed to remotely grant 
and deny device access to the network, which is an important tool to help respond and 
recover from threats. 
 
Disaster recovery plan 
Finally, no matter how sophisticated the security implementation, it is critical to have a 
disaster recovery plan in place that has been thoroughly tested. This includes validating 
that scheduled backup and restore procedures are working as expected, ensuring the 
ability to remotely update devices exists, and prove that a compromised device can be 
eliminated from this device network, so the tools exists in case disaster strikes. 
 
 
About reed 
reed was established in 2015 to provide a connected, scalable and affordable leak 
detection and protection solution to commercial properties. The reed founders’ 
backgrounds include a 2nd generation plumber with extensive field experience and an 
audio-visual expert with notable automation experience. For additional information, 
please contact us at info@reedwater.io  or visit our website at reedwater.io. 
 


